	YEAR GROUP: LKS2 Yr4/YrB

TERM: Summer 2

LESSON: 5

	THEME: Ready, Steady, Go

	LINKS TO PREVIOUS LEARNING
A brief recap on the learning objective from the previous lesson (4).

	LEARNING OBJECTIVE (WALT)
To explore how to use technology in a safe way and especially how important it is to keep personal information private.

	LEARNING OUTCOMES (WILF)
I know why there are safety rules for using phones and the internet.
I can decide whether or not to answer questions.
I have thought about how to stay safe when communicating with other people.

	KEY VOCABULARY
E-safety, technology, internet, risk, personal, private, SMART rules.

	RESOURCES/SUPPORT
· www.thinkuknow.co.uk/teachers/training/aspx (a good site for teacher resources)

· www.saferinternet.org.uk
· SMART z cards for primary schools- Be SMART on the internet available from www.childnet-int.org/order £4.50 for 50 (price check Jan 2011)

· SMART rules poster available from www.childnet-int.org/order £1.00 (price check Jan 2011)

· A series of 10 cards to be made by the teacher (playing card size) with the word Personal written on them

· Computer suite /class laptops

· Sugar paper  sheets  x 5 for feedback for activity 2

	TEACHING/LEARNING ACTIVITIES
This lesson on e-safety could form part of the school’s work for Anti-Bullying Week which is held during the middle of November or else during Safer Internet Day in the first week of February each year.  Child Exploitation and On-line Protection Centre (CEOP) co-ordinate a number of activities for Safer Internet Day so it is worth checking out their website www.thinkuknow.co.uk/teachers/training/aspx as does Childnet International@ http://www.childnet-int.org/. 

Introduction

In circle time talk about the different forms of communication that is asked from us in terms of sharing /giving information.  Stress that some information is personal and therefore in some cases should not be shared and should be kept private.

The Personal Game – to be played in groups of three

Hand out a personal card to one person in each group of three.  One child (A) should ask another child (B) a set of questions about them as if they have never met before.  If it is safe the child (B) can reply but is their answer contains some personal information they must hold up the personal card.  The third person (C) is the observer and should note any personal information that was given unintentionally and feed this back at the end of the game.  Points to discuss as a class:-
Did anyone give any personal information without realising?  How easy was it to try and make people give you personal information?

Stress how important it is to keep information private whilst on line or using a mobile phone or with someone they do not know, as they may not be someone who they say they are and therefore we cannot be sure we can trust them.  Use the example that we would not share personal information with someone they did not know in their street.  Key message: know who you are talking to, who is safe i.e. family/ close friends etc.

Remember to keep a healthy balance between the many benefits of new technology whilst being realistic about the possible dangers. 

	MAIN TEACHING AND LEARNING
Activity 1

Recap on the SMART rules using the SMART z cards /SMART rules poster (if available).  Go to www.thinkuknow and select Cybercafe on the interactive white board (the teacher would need to watch through the computer programme beforehand).  There are different scenarios set up from the menu below i.e:-
· Web browsing

· Chat rooms

· E mail

· Text messaging

· Personal online space –creating personal information for an on line profile

As a class look at an example from the above menu i.e. web browsing, discuss the risks as a class and recap on the SMART advice.  Arrange the class into groups of four’s in the classroom /computer suite and for each group to focus on a different scenario from the menu above.  The lower (LA) ability pupils can be supported by more able pupils (MA) or by teacher/ learning assistants.  Discuss together what the risks are and what the key messages are for keeping safe online and make a note of them.  These ideas can be transferred onto larger sheets of sugar paper to be presented by each class.  Class feedback with more extracts being shown to the whole class from the Cybercafe and an opportunity for each group to feed back their key messages.

Activity 2- Extension Activity

The key messages can be collated and made into a e safety class charter.
DIFFERENTIATION
Ensure that the lower ability children (LA) are supported by a teaching assistant (TA) for the Personal Game and also for the Cybercafe (Activity1).

	PLENARY
Recap on the SMART rules in particular emphasise key messages about the giving out of personal information / the importance of knowing who you are talking to by looking at the class e safety charter.

	KEY QUESTIONS
1. Who are safe people to chat to on line?

2. How much personal information should you give if someone you do not know contacts you on line?

3. What should you do if you get an unpleasant message either by e mail/text?

Compare this with what you would do if someone said something unpleasant face to face.

	ASSESSMENT FOR LEARNING
Throughout the lesson consider the two ‘Remark on Remarkable’ statements, noting names of particularly higher/lower achieving pupils.

	CROSS CURRICULAR LINKS

Core skills

Writing opportunities

· Learning Journals

Speaking and Listening opportunities

Use of ICT

· Applying what you have learnt in terms of e-safety

Mathematical skills

	HOME LEARNING ACTIVITY

Talk with a family member about the SMART rules for keeping safe online and discuss with them about the handing out of personal information.  Recap on what you have learnt in class with regard to what personal is safe/ appropriate to give out and to whom.  Ensure that the children are aware that they need to tell parents if they intend to sign up for an online game and agree on an appropriate spoof name to protect personal information being handed out.

	EVALUATION
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